("COVERED ENTITY")
HIPAA Business Associate Privacy and Security Agreement

Business Associate:

Section 1. Use of Protected Health Information. Business Associate shall not use and shall
ensure that its directors, officers, employees, contractors and agents do not use Protected Health
Information (PHI) received from Covered Entity in any manner that would constitute a violation
of the HIPAA Privacy and Security Regulations (45 CFR Parts 160 and 164) (hereafter "HIPAA"™),
except that Business Associate may use PHI (a) for Business Associate's proper management and
administrative services; or {b) to carry out the legal responsibilities of Business Associate.

Section 2. Disclosure of PHI. Business Associate shall not and shall ensure that its directors,
officers, employees, contractors, and agents do not disclose PHI received from Covered Entity in
any manner that would constitute a violation of HIPAA if disclosed by Covered Entity, except that
Business Associate may disclose PHI in a manner permitted pursuant to this Agreement or as
required by law. To the extent Business Associate discloses PHI to a third party, Business
Associate must obtain, prior to making any such disclosure: {(a) written approval from Covered
Entity for such disclosure; (b) reasonable assurances from the third party that such PHI will be
held confidential as provided pursuant to this Agreement and only disclosed as required by law or
for the purposes for which it was disclosed to such third party; and (c) an agreement from such
third party to immediately notify Business Associate of any breaches of the confidentiality of the
PHI, to the extent it has cbtained knowledge of such breach.

Section 3. Safeguards Against Misuse of Information. Business Associate agrees that it will
implement all appropriate safeguards to prevent the use or disclosure of PHI other than pursuant
to the terms and conditions of this Agreement.

Section 4. Reporting of Disclosures of PHI, Business Associate shall, within five (5) days of
becoming aware of a disclosure of PHI in violation of this Agreement by Business Associate, its
officers, directors, employees, contractors or agents or by a third party to which Business
Associate disclosed PHI pursuant to Section 2 of this "HIPAA" provision, report any such
disclosure to Covered Entity.

Section 5. Agreements by Third Parties. Business Associate shall enter into an agreement
with any agent or subcontractor that will have access to PHI that is received from, or created or
received by, Business Associate on behalf of Covered Entity pursuant to which such agent or
subcontractor agrees to be bound by the same restrictions, terms and conditions that apply to
Business Associate pursuant to this Agreement with respect to such PHI.

Section 6. Access to Information. Within five (5) days of a request by Covered Entity for
access to PHI about an individual, Business Associate shall make available to Covered Entity such
PHI for so long as such information is maintained. In the event any individual requests access to
PHI directly from Business Associate, Business Associate shall within two (2) days forward such
request to Covered Entity. Any denials of access to the PHI requested shall be the responsibility
of Covered Entity.

Section 7. Availability of PHI for Amendment. Within ten (10) days of receipt of a request
from Covered Entity for the amendment of an individual's PHI, Business Associate shall pravide
such information to Covered Entity for amendment and incorporate any such amendments in the
PHI as required by 45 CFR 164.526.

Section 8. Accounting for Disclosures. Within ten (10) days of notice by Covered Entity to
Business Associate that it has received a request for an accounting of disclosures of PHI






